
UTILITY 
PATENT APPLICATION 
TRANSMITTAL 

(Only for new nonpmvmonal applications under 37 CFR 1M 


First Named Inventor or Application Identifier 


K1KUO NAITO, ET AL. 


Express Mail Label No. 


APPLICATION ELEMENTS 

See MPEP chapter 600 concerning utility patent application contents. 


Assistant Commissioner for Patents 
ADDRESS TO: Box Patent Application 
Washington, DC 20231 


Fee Transmittal Form 

(Submit an original, and a duplicate for fee processing! 


Microfiche Computer Program (Appendix! 


Specification Total Pages jlOQ j 

Drawings) 7/$/ Total Sheets | 22 | 

Oath or Declaration Total Pages \ 2 | 

a. | | Newfy executed (original or copy) 

b. [ X | Unexecuted for information purposes 

c. | | Copy from a prior application (37 CFR 1.63(d)) 
(for centinuition/divisionalwitti Box 17 completed! 

[Note Box S bahwl 

i. | | DELETION OF INVENTOR(S) 

Signed Statement attached deleting inventor(s) named in 

the prior application see 37 CFR 1.63|dl(2l and 1.33(b). 

Incorporation By Reference /useable if Bex 4c is checked/ 
The entire disclosure of the prior application, from which a copy of the oath or 
declaration is supplied under Box 4c, is considered as being part of the disclosure o 
the accompanying application and is hereby incorporated by reference therein. 


7. Nucleotide and/or Amino Acid Sequence Submission 
[if applicable, all necessary) 


Statement verifying identity of above copies r 


ACCOMPANYING APPLICATION PARTS 


,□ 
10. □ 
!,□ 
12. □ 

14. □ 

15. Q 
16- □ 


Assignment Papers (cover sheet & documental 

37 CFR 3.73(b) Statement I I 

Men there is an assignee! I 1 Pow8r of A «° nl <"' 

English Translation Document fif applicable! 

Information Disclosure I I Copies of IDS 
Statement (IDS1/PT0-1449 I 1 Citations 

Preliminary Amendment 


Return Receipt Postcard (MPEP 503) 
(Should be specifically itemized! 

Small Entity I 1 Statement filed in prior applicetio 
Statements) ' ' Status still proper and desired 


17. If a CONTINUING APPLICATION, check appropriate box and supply the requisite information: 

| j Continuation | | Divisional | I Continuation-in-part (CIP) of prior application No. 1 

18. CORRESPONDENCE ADDRESS 

. I X | Customer Number or Bar Code Label 

05514 

flBSsrt Customer No. « Attach hit ted* tenet here) 

or | 1 Correspondence address below 

it NAME 






City- 


State 


Zip Code 


Country 


Telephone 


Fax 



Page 1 of 2 


CLAIMS 

(1) FOR 

(2) NUMBER FILED 

(3) NUMBER EXTRA 

(4) RATE 

(5) CALCULATIONS 


TOTAL CLAIMS 
(37 CFR1.16|c|| 

69-20 - 

49 

X $ 18.00 

$ 882.00 


INDEPENDENT CLAIMS 
(37 CFR 1.16(bl| 

13-3 - 

10 

X $ 78.00 - 

$ 780.00 


MULTIPLE DEPENDENT CLAIMS (if appficable) (37 CFR 1.16|d)| 

$260.00 - 

$ 260.00 



BASIC FEE 
(37 CFR 1.16(a]| 

$ 760.00 

| Total of above Calculations - 

$2682.00 


Reduction bv 50% for filing by small entity (Note 37 CFR 1.9, 1.27, 1.28). 



TOTAL - 

$2682.00 


Small entity status 

a. I I A Small entity statement is enclosed 

^ | | A small entity statement was filed in the prior nonprovisional application and such status is still proper a: 

c. I I Is no longar claimed. 

| X I A check in the amount of $ 2682.00 to cover the filing fee b enclosed. 

| | A check in the amount of $ to cover the recordal fee is enclosed. 

The Commissioner is hereby authorized to credit overpayments or charge the following fees to Deposit Account No. 06-1205: 

a. | X | Fees required under 37 CFR 1.16. 

b. | | Fees required under 37 CFR 1.17. 

c. j | Fees required under 37 CFR 1.18. 


SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT REQUIRED 

NAME 

Brian L Klock, Reg. No. 36,570 

SIGNATURE 


DATE 

May 26, 1999 


Page 2 of 2 


- 1 - 


CFO 13542 US 


DATA PROCESSING APPARATUS, DATA SUPPLYING APPARATUS, 
DATA PROCESSING METHOD, DATA SUPPLYING METHOD, 
DATA PROCESSING SYSTEM AND STORAGE MEDIUM 

5 BACKGROUND OF THE INVENTION 

Field of the Invention 

The present invention relates to a data processing 
apparatus, a data supplying apparatus, a data 
processing method, a data supplying method, a data 

10 processing system and a storage medium, which are 

suitable for use in a system using a program running on 
a processing apparatus such as a personal computer for 
performing editing, referring, printing and the like of 
image data and using a program running on a processing 

15 apparatus such as a computer for supplying image data. 
Related Background Art 

The performance of a personal computer has 
advanced drastically and can easily perform various 
processes such as editing, referring and printing of 

20 image data, audio data, moving image data and the like 
(hereinafter simply called data or creative data). 

Under such environments, data is widely 
distributed. For example, image data stored in a 
removable disk such as a CD-ROM can be bought by any 

25 one. Audio data, image data, or moving image data can 
be easily get by using an on-demand distribution 
service such as communication karaoke services via a 


network, -typically the Internet. Illegal editing, 
printing, and referring of data are increasing as 
opposed to an intention of a copyright owner of 
creative data. 
5 Obscene still and moving images can also be 

obtained on the creative image user side. A demerit is 
also increasing, such as an easy access to such still 
and moving images by minors. Under such backgrounds, a 
necessity of techniques for restricting to process 

10 creative data has become more important nowadays. 

According to conventional techniques, a copyright 
notice, an originating location of image data, a 
restriction of editing and the like of image data are 
written in a comment field defined by JFIF (JPEG 

15 Interchange Format) which is one of image data formats 
using generally circulated JPEG compression algorithm. 
As the method of restricting illegal use of image data, 
such additional information is notified before the 
image data is processed, or the originating location of 

20 image data is searched if the image data is illegally 
used. 

According to another method, such additional 
information is made to be forcibly confirmed when image 
data is to be edited or the image data is to be 
25 received at an image processing apparatus, to thereby 
intend to collectively restrict an illegal use of the 
image data. With such methods, image data provided 


with information that the image data is obscene data, 
may be rejected to be received at an image processing 
apparatus . 

However, with the above-described conventional 
5 techniques, only a notice of inhibition contents is 

given and whether inhibition is accepted or not depends 
on a judgement on a user side. Therefore, even if 
there is a notice of restrictions of a partial paste of 
image data or an overlap on other image data, a user 

10 can execute the inhibited operation by neglecting the 

notice. Restrictions are therefore realized not at all 
in practice. 

If obscene images are restricted by using 
conventional techniques, processing of the image data 

15 is required to be completely inhibited. Therefore, it 

is impossible to partially restrict the processing of 
image data, such as allowing image data to be referred 
to for admiration or enjoyment only and inhibiting 
editing, printing and the like of the image data by 

20 using an image processing apparatus. 

In the case of audio data, copyright information 
may be written in an meta event which is one of data 
fields defined by an audio data file SMF (Standard MIDI 
File) using MIDI (Musical Instrument Digital Interface) 

25 as a standard of electronic audio data. However, 

similar to the image data, whether inhibition is 
accepted or not depends on a judgement on a user side, 


or processing of audio data is required to be 
completely inhibited, such as an inhibition of save. 

In the case of moving image data, a moving image 
data file is prevailing which incorporates a moving 
5 image compression standard ISO 11172 of MPEG (Moving 

Picture Expert Group ) . Similar to audio data and image 
data, whether inhibition of processing moving image 
data is accepted or not depends on a judgement on a 
user side, or processing of obscene moving image data 

10 is required to be completely inhibited. 

Moving image data recorded with a video recorder 
has moving image signals provided with a signal 
inhibiting an illegal copy. This also requires to 
collectively restrict processing of moving image data. 

15 Therefore, it is impossible to partially restrict the 
processing of moving image data, such as allowing a 
whole program of moving image data to be copied and 
inhibiting to form rushes by partially cutting moving 
image data. 

20 According to the above-described conventional 

techniques, therefore, if there is any restriction on 
image data, either processing of the image data is 
required to be completely inhibited, or it relies upon 
a judgement on a user side to abandon restriction. 

25 It is therefore difficult to realize restriction 

matching an intention of a creative data provider by 
all means. Further, a user of creative data may be 
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restricted unnecessarily. 

SUMMARY OF THE INVENTION 

It is a first object of the invention to solve the 
5 above-described problems and provide techniques of 
adding control information having a plurality of 
inhibition levels to image data to thereby allow an 
image process to be controlled correctly reflecting an 
intention of an image data provider and allow an image 

10 data user to properly process image data. 

It is a second object of the invention to 
explicitly notify restrictions. 

A data processing apparatus of this invention, 
comprises: data analysis means for extracting data 

15 control information from data provided with the data 

control information to be used for restricting various 
processes; data processing means for performing various 
processes for the data added with the data control 
information; display means for displaying a process 

20 function of each of the various processes to be 

executed by the data processing means; and control 
means for controlling the data processing means and the 
display means in accordance with the data control 
information extracted by the data analysis means, 

25 wherein the control means inhibits to execute an 

inhibited process in accordance with the data control 
information extracted from the data and controls the 


display means to change a display style of the process 
function of each of the various processes to an 
inhibition display style. 

The control means may control the display means to 
5 display a notice that the data is provided with a 
process restriction. 

The control means may control the display means to 
display a disabled execution when the inhibited process 
is selected. 

10 The control means may control the display means to 

change a display color as the inhibition display style. 

The control means may control the display means to 
blink a display as the inhibition display style. 

The data control information may include copyright 
15 information or editing inhibition information based 
upon the copyright information. 

The editing inhibition information may include at 
least one of color conversion, sharpness, transparency, 
boundary process, inversion, overlap, rotation, mask, 
20 insertion to photo frame, and mixture. 

The editing inhibition information may be 
information for stepwise restricting process contents 
in accordance with an editing inhibition level of the 
information . 

25 The control means may inhibit to execute an 

inhibited process in accordance with the editing 
inhibition level. 


The data may be image data. 

A data supplying apparatus of this invention 
comprises: storage means for storing and managing data 
and data control information; registration means for 
5 registering the data and the data control information 
in the storage means; and data control information 
providing means responsive to a data distribution 
request for extracting the data control information 
corresponding to the data and adding the data control 

10 information to the data, wherein in response to the 
data distribution request, the data and the 
corresponding data control information are distributed. 

A data processing method of this invention 
comprises: an extracting step of extracting data 

15 control information from data provided with the data 

control information to be used for restricting various 
processes; and a display step of displaying a process 
function to be restricted in accordance with the data 
control information extracted by the extracting step. 

20 A data supplying method of this invention 

comprises: a registration step of registering data and 
corresponding data control information; a storage step 
of storing and managing the data registered at the 
registration step; and a provision step of extracting 

25 the data control information from the data and adding 
the data control information to the data, in response 
-to a data distribution request. 
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A data processing system of this invention 
comprises: a data supplying apparatus for distributing 
data and corresponding data control information in 
response to a data distribution request; and a data 
5 processing apparatus for restricting to executed an 

inhibited process in accordance with the data control 
information extracted from the data and controlling 
display means to determine a display style of a process 
function of each of various processes, wherein: the 

10 data supplying apparatus comprises; storage means for 
storing and managing the data and data control 
information; registration means for registering the 
data and the data control information in the storage 
means; and data control information providing means 

15 responsive to the data distribution request for 

extracting the data control information corresponding 
to the data and adding the data control information to 
the data; and the data processing apparatus comprises: 
data analysis means for extracting the data control 

20 information from the data provided with the data 

control information to be used for restricting the 
various processes; data processing means for performing 
the various processes for the data added with the data 
control information; display means for displaying a 

25 process function of each of the various processes to be 
executed by the data processing means; and control 
means for controlling the data processing means and the 


display means in accordance with "the data control 
information extracted by the data analysis means, 
wherein the control means inhibit to execute an 
inhibited process in accordance with the data control 
5 information extracted from the data and controls the 

display means to change a display style of the process 
function of each of the various processes to an 
inhibition display style. 

A computer readable storage medium of this 

10 invention stores a program for executing: an extracting 
step of extracting data control information from data 
provided with the data control information to be used 
for restricting various processes; and a display step 
of displaying a process function to be restricted in 

15 accordance with the data control information extracted 
by the extracting step. 

A computer readable storage medium of this 
invention stores a program for executing: a 
registration step of registering data and corresponding 

20 data control information; a storage step of storing and 
managing the data registered at the registration step; 
and a provision step of extracting the data control 
information from the data and adding the data control 
information to the data, in response to a data 

25 distribution request. 

In the embodiments of the invention, the above- 
described technical means are provided so that if there 
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are some restrictions on creative data, various types 
of restrictions can be realized in accordance with each 
control data limitation level added to the creative 
data. It is therefore possible to realize restrictions 
5 matching an intention of the creative data provider. 
It is also possible to realize restrictions without 
unnecessarily restricting a creative data user. It is 
also possible to explicitly notify the restrictions on 
creative data. 

10 A data supplying apparatus of this invention 

comprises: distributing means responsive to a data 
distribution request for distributing data and control 
information for restricting various processes to be 
performed for the data at a plurality of levels, to a 

15 distribution requesting side. 

A data processing apparatus of this invention 
comprises: data processing means for processing data: 
and control means for regulating a process to be 
executed by the data processing means. 

20 A data processing system of this invention 

comprises: a data supplying apparatus comprising 
distributing means responsive to a data distribution 
request for distributing data and control information 
for restricting various processes to be performed for 

25 the data at a plurality of levels, to a distribution 
requesting side; and a data processing apparatus 
comprising: data requesting means for issuing a request 
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for a distribution of the data to the data supplying 
apparatus; data processing means for processing the 
data; and control means for regulating the data 
processing to a level represented by the distributed 
5 control information. 

A computer readable storage medium of this 
invention stores a program executing: a distributing 
step of distributing, in response to a data 
distribution request, data and control information for 

10 restricting various processes to be performed for the 
data at a plurality of levels, to a distribution 
requesting side. 

A computer readable storage medium of this 
invention stores a program executing: a step of 

15 processing data: and a step of regulating a process to 
be executed for the data by the data processing step in 
accordance with control information which restricts to 
execute the process at a plurality of levels. 

A computer readable storage medium of this 

20 invention stores a program executing: a step, to be 
executed at a data supplying apparatus, of 
distributing, in response to a data distribution 
request, data and control information for restricting 
various processes to be performed for the data at a 

25 plurality of levels, to a distribution requesting side; 
and steps, to be executed at a data processing 
apparatus, of issuing a request for a distribution of 
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the data to the data supplying apparatus, of processing 
the data, and of regulating the data processing to a 
level represented by the distributed control 
information. 

5 

BRIEF DESCRIPTION OF THE DRAWINGS 

Fig. 1 is a schematic diagram showing a system 
configuration of a computer included in an image data 
processing apparatus and an image supplying apparatus, 
10 according to a first embodiment of the invention. 

Fig. 2 shows a module structure to be used in the 
first to sixth embodiments of the invention. 

Fig. 3 illustrates image control information and 
the results of images processed by an image data 
15 processing apparatus, according to the first 
embodiment . 

Fig. 4 shows a format of image data and image 
control information added to the image data, according 
to the first embodiment. 
20 Fig. 5 shows an example of the structure of image 

data and image control information stored in a storage 
means, according to the first embodiment. 

Fig. 6 shows an example of a display screen given 
by a registration means, according to the first 
2 5 emb o d iment . 

Fig. 7 illustrates control data to be used by a 
control means, according to the first embodiment. 
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Fig- 8 is a flow chart illustrating a process to 
be executed by the registration means to register image 
data and image control information in a storage means, 
according to the first embodiment. 
5 Fig. 9 is a flow chart illustrating a process to 

be executed by an image control information providing 
means, according to the first embodiment. 

Fig. 10 is a flow chart illustrating a process to 
be executed by a control means, according to the first 
10 embodiment. 

Figs. 11A, 11B and 11C are diagrams showing an 
example of display screens given by a data processing 
means, according to the first embodiment. 

Fig. 12 shows an example of a regulation notice 
15 for an image provided with image control information, 
according to a second embodiment of the invention. 

Fig. 13 is a diagram showing an example of a 
display screen given by the data processing means, 
according to a third embodiment of the invention. 
20 Fig. 14 is a flow chart illustrating a process to 

be executed by the control means, according to the 
third of the invention. 

Fig. 15 illustrates control data to be used by the 
control means, according to a sixth embodiment of the 
25 invention. 

Fig. 16 shows a module structure to be used in a 
seventh embodiment of the invention. 
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Fig. 17 is a diagram showing an example of a 
display screen given by a browsing means, according to 
■the seventh embodiment and an eighth embodiments of the 
invention. 

5 Fig. 18 shows a module structure to be used in the 

eighth embodiment of the invention. 

Fig. 19 is a flow chart illustrating a process to 

be executed by a data control information managing 

means when the invention is applied to image data. 
10 Fig. 20 is a flow chart illustrating a process to 

be executed by the control means. 

Fig. 21 is a flow chart illustrating a process to 

be executed by the control means according to an 

eleventh embodiment of the invention. 
15 Fig. 22 is a diagram showing an example of the 

structure of a data file which stores information on a 

data processing apparatus, the information being 

inquired to the data control information management 

means . 

20 Fig. 23 is a flow chart illustrating a process of 

modifying and changing data control information in 
accordance with information supplied from a data 
processing apparatus and a data supplying apparatus 
according to the eleventh embodiment. 
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(First Embodiment ) 

A data processing apparatus, a data supplying 
apparatus, a data processing method, a data supplying 
method, a data processing system and a storage medium 
5 according to the first embodiment of the invention will 
be described. In the following embodiments, image data 
of creative or original data is used by way of example. 

Fig. 1 is a block diagram showing the system 
structure of an information processing apparatus 

10 (computer) used by the present invention. The 

embodiment can be realized by both a server/client 
system and a stand-alone system, the former including a 
client computer a user directly can operate upon and a 
server computer which supplies resources such as image 

15 data and programs to a network. 

The internal structures of a server computer and a 
client computer of a server/client system are similar 
to each other. The internal structure of a stand-alone 
computer is also similar to that of a computer of the 

20 server /client system, excepting a network interface 

(Net-I/F) 1004. Therefore, all types of computers will 
be described with reference to Fig. 1. 

Referring to Fig. 1, reference numeral 1001 
represents a CPU for controlling the entirety of the 

25 apparatus. Reference numeral 1002 represents a RAM 

which functions as a main memory of CPU 1001, a working 
area for executable programs, and a temporary data save 
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area. 

Reference numeral 1003 represents a ROM which 
stores an operation procedure of CPU 1001. ROM 1003 
includes a program ROM storing a system program (basic 
5 software: OS) for controlling a print service 

controller and a data ROM storing data necessary for 
running the system. 

The system program of a computer, particularly a 
client computer, regulates an editing operation itself 

10 in accordance with regulation data to be used for 

restricting image data editing to be later described, 
and this system program only allows to receive image 
data distributed from a server. 

Reference numeral 1004 represents the network 

15 interface (Net-I/F) which is used for the control of 

data transfer to and from a network data server and for 
the control, diagnosis and the like of data transfer to 
and from a network system (the Internet or the like), 
to be described later. 

20 Reference numeral 1005 represents a video RAM 

(VRAM) for developing an image to be displayed on a 
screen of a CRT 1006 and for controlling the display 
operation. 

Reference numeral 1007 represents a keyboard 
25 controller for controlling a signal input from an 

external input device such as a keyboard. Reference 
numerals 1008 and 1009 represent an external input 
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device such as a keyboard (KB) 1008 and a pointing 
device ( PD such as a mouse) 1009. 

Reference numeral 1010 represents a hard disk 
drive (HDD) which is used for storing application 
5 programs and image data to be described later. 

Reference numeral 1011 represents a removable disk 
drive (FDD) such as a floppy disk drive and a CD-ROM 
drive, which is used for reading an application program 
from a storage medium and for reading/writing image 
10 data, to be described later. 

Reference numeral 1012 represents a printer 
controller (PTRC) which controls an external output 
device 1013. 

The external output device 1013 is used for 
15 outputting processed data, and is a printer for 

example. Reference numeral 1000 represents an I/O bus 
(address bus, data bus, control bus) for connection to 
each unit . 

Fig. 2 is a block diagram showing the functional 
20 structure and data flow of the information processing 
apparatus of the embodiment. 

Referring to Fig. 2, reference numeral 101 
represents a registration means for registering image 
data and image control information. 
25 Reference numeral 102 represents a storage means 

which stores in advance image data and image control 
information or stores image data and image control 
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information supplied from the registration means. The 
storage means 102 may be a generally used database 
system. 

Reference numeral 103 represents a data control 
5 information providing means which in response to a 
distribution request for desired data, acquires the 
desired image data and its image control information 
from the storage means 102 and provides the image data 
with the image control information for editing 

10 restriction by utilizing a comment field or the like of 
the image data. 

Reference numeral 104 represents a data analysis 
means which extracts the image control information from 
the image data provided with the image control 

15 information by the data control information providing 
means 103. Reference numeral 105 represents a control 
means for controlling a data processing means 106 and a 
display means 107 to restrict the editing operation, in 
accordance with the image control information extracted 

20 by the data analysis means 104. 

Reference numeral 106 represents the data 
processing means which processes image data supplied 
from the data control information providing means 103 
for data editing, printing and the like, or temporarily 

25 stores the image data for preparing for such data 
processing. 

Reference numeral 107 represents the display means 
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which displays "the contents of data, a function menu 
provided by the data processing apparatus, and data 
control information, under the control of the control 
means 105. 

5 Fig. 3 illustrates image data control information 

and examples of image data edited in accordance with 
the image data control information. The image data 
control information is information on restrictions of 
editing, print size, commercial use at various degrees, 

10 and the like, respectively of image data. In order to 
reflect an intention of an image data provider as 
correctly as possible, each restriction condition can 
be expressed at a plurality of restriction levels, such 
as a stepwise restriction of an editing function. 

15 The image data control information is generally 

expressed in such a manner that the control means at a 
client can control as easily as possible a restriction 
or inhibition item of image data and a restriction or 
inhibition level of each item. For example, the image 

20 data control information is represented by numerals or 
bit trains. 

In this embodiment, in order to facilitate to 
understand the present invention clearly, information 
on stepwise inhibition of an editing item for the 
25 client data processing means is used as the image data 
control information. In this embodiment, the image 
data control information is called "editing inhibition 
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information" where applicable. 

Referring to Fig. 3, reference numeral 301 
represents a list of editing inhibition information and 
a corresponding editing inhibition level. The 
5 inhibition information has three levels in this 
embodiment , each being expressed by a numeral . 

More specifically, a first level is expressed by 
"0001", the second level is expressed by "0002", and 
the third level is expressed by "0003". In this 

10 embodiment, each level of the editing inhibition is 
made stepwise relative to an editing item. At the 
first level (editing inhibition information "0001"), 
any editing inhibition is not set and an editing 
operation can be made freely. At the second level 

15 (editing inhibition information "0002"), an editing 

operation is permitted in a range that the image is not 
damaged, i.e., in a range that sameness or 
discrimination of an original image can be maintained. 
At the third level (editing inhibition information 

20 "0003"), any kind of an editing operation is inhibited 
in order to retain the original image generally 
perfectly. The editing function restricted at each 
level is as follows. 

The first level does not restrict any editing 

25 function item. 

The second level restricts editing operations such 
as: color conversion (brightness/contrast and the 
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like); image filer (sharpness and the like); 
transparency setting; boundary diffusion; upside down; 
inverted right and left sides; registration to 
background; upper or lower of overlaps; rotation by 
5 optional angle; mask; insertion to photo frame; and the 
like. 

The third level restricts image mixture in 
addition to those editing functions restricted at the 
second level. A magnification change (re-sizing) is 

10 not particularly suppressed because the original is 
maintained with the same aspect ratio of image data. 

Reference numeral 302 in Fig. 3 represents an 
editing example at the first level ( free editing ) . 
Reference numeral 303 represents an editing example at 

15 the second level (partially restricted editing), and 

reference numeral 304 represents an editing example at 
the third level (all editing operations are inhibited). 

In this embodiment, an editing operation is 
restricted stepwise by setting an available editing 

20 item at each level. According to the invention, a 
stepwise restriction may be set to each editing 
function. For example, an available range of color 
conversion and re- sizing may be restricted stepwise at 
each level, or a range and degree of rotation angle and 

25 mask may be restricted stepwise. An editing operation 
may be restricted in accordance with a re-sized size. 
Namely, if an image has a size small to a certain 
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degree, the effect of edition is small so that all the 
editing operations may be permitted. 

Fig. 4 shows the format of an image data file 401 
of this embodiment. The image data file 401 has a file 
5 header field 402, a comment field 403, and an original 
image field 404. The file header field 403 stores 
supplemental information of the image data file such as 
a type, size, compression factor and the like of the 
image data file. The comment field 403 stores comments 

10 for the image data. The original image field 404 
stores an entity of image data itself. In this 
embodiment, the image data control information is 
stored in the comment field 403 of the image data file. 
Examples of the image data control information to 

15 be stored in the comment field 403 will be described. 

Referring to Fig. 4, reference numeral 411 
represents an example of the image data control 
information according to the embodiment. In this 
embodiment, the image data control information is 

20 described by an image data control information start 
identifier 412, an image data control information 
entity 413 and an image data control information end 
identifier 414. 

More in detail, the image data control information 

25 start identifier 412 indicates the start of the image 
data control information to discriminate between the 
image control information and other information in the 


- 23 - 


comment field. In this embodiment, it is expressed by 
parentheses [] and a character string, i.e., by 
[control code] . 

The start identifier 412 is used mainly by the 
5 data analysis means 104 to locate the start position of 
the image data control information when the data 
analysis means 104 extracts the image data control 
information. Therefore, in place of the character 
string of the embodiment, a specific bit train only the 

10 data analysis means 104 knows may also be used. 

The image data control information entity 413 
indicates that the second level of the editing 
inhibition information is set. "0002" indicates the 
second level of the editing inhibition information. 

15 Instead of the numeral string, a bit string may be 
used. The next "#" is a comment identifier for 
indicating that the following information is a comment 
on the editing inhibition information. 

In this embodiment, although "#" is used as the 

20 comment identifier, a comment descriptor such as in a 
program descriptive language is generally used. The 
comment descriptor may be expressed by a bit train the 
data analysis means 104 can recognize. The character 
string "possible to edit a part" following the comment 

25 descriptor is a comment on the editing inhibition 
information . 

The comment descriptor and comment may be omitted, 
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which means that they are not essential for the data 
analysis means 104 to extract the image data control 
information. The image data control information end 
identifier 414 indicates the end of the image data 
5 control information. 

In this embodiment, the image data control 
information end identifier 414 is expressed by the 
[control code end] , in the manner similar to the image 
data control information start identifier 414. In this 

10 embodiment, the image data control information is 

stored in the comment field 403 . The comment field 403 
generally stores at the same time other information 
such as image creation information and a comment of a 
creator. Therefore, the start and end identifiers 412 

15 and 414 are used to discriminate the image data control 

information from other information. 

Fig. 5 shows an example of image data and image 
data control information to be stored in the storage 
means 102 shown in Fig. 2. In this embodiment, the 

20 storage means 102 uses a storage such as a relational 
database (hereinafter abbreviated as DB ) and a hard 
disk generally used in the art. 

Referring to Fig. 5, reference numeral 601 
represents an image data information group stored in 

25 DB, and reference numeral 602 represents an image data 
control information group stored in DB. Reference 
numeral 603 represents an image data storage for 
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storing an image data file entity group of image data 
represented by image data information in the image data 
information group 601 . 

Each set of image data information in the image 
5 data information group is stored in DB as one record. 

In this embodiment, one record is constituted of three 
members . 

The first member is an image number 604 which is a 
serial number of the image data information stored in 
10 the storage means 102 and is used for identifying the 
image data information. The image number 604 is 
automatically assigned when the registration means 101 
registers image data information in the storage means 
102. 

15 The second member is an image data file name 605 

which identifies a specific set of image data of the 
image data entity group stored in the image data 
storage. In this embodiment, the image data file name 
stored in the image data storage is used as the second 

20 member . 

The third member is an image data name 606. This 
embodiment may be realized even if the image data name 
is not stored in the third member. One set of image 
data is represented by one record including the first 

25 to third members 604, 605 and 606. For example, the 
first record shown in Fig. 5 is constituted of the 
three members including the image number of "001", 
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image data fine name of "001. JPG" and image data name 
of "mountain" . DB stores records same in number as the 
number of image data sets stored in the image data 
storage 603 . 

5 The image data control information group 602 

stored in DB has the following two members per one 
record . 

The first member is an image number 607 which is 
the same number as the image number 604 in the first 

10 member of a corresponding record of the image data 
information group 601 . 

If the record of the image data information group 
601 has the image number 604 same as the image number 
607 of the image data control information group 602, 

15 both the records correspond to the same image data. 

The second member is an image data control 
information entity 608 corresponding to the image 
number 607 and storing the image data control 
information described with Fig. 2. The image data 

20 storage 603 stores the image data file entity group. 

Reference numeral 609 represents respective image data 
files . 

Fig. 6 shows an example of a display screen given 
by the registration means 101 of the embodiment. 
25 Referring to Fig. 6, reference numeral 701 

represents a image file name box for designating the 
name of an image data file to be registered. 
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Reference numeral 702 represents an image name box 
for designating "the name of image data to be 
registered, and reference numeral 703 represents an 
editing inhibition information box for designating the 
5 level of editing inhibition information which is the 
image data control information of this embodiment. 

Reference numeral 704 represents an image preview 
screen for displaying an image when the image file name 
is entered in the image file name box 701. Reference 

10 numeral 705 represents an image registration 

instruction button for instructing to register image 
data. Reference numeral 706 represents an image data 
registration canceling button for cancelling a 
registration made by the registration means. 

15 Fig. 7 shows control data which is used to 

restrict the editing operation to be performed by the 
image data processing apparatus, in accordance with the 
editing inhibition information of the embodiment. This 
control data is grouped into inhibition functions at 

20 each editing inhibition level. 

Only the editing operations newly added to each 
level are stored in a group, because the other editing 
operations to be inhibited at this level can be 
referred to those at lower levels. 

25 In this embodiment, the editing inhibition 

functions described with Fig. 3 are used and grouped as 
in the following. 


- 28 - 


First level: none. 
Second level: color conversion 
(brightness/contrast and the like); image filer 
(sharpness and the like); transparency setting; 
5 boundary diffusion; upside down; inverted right and 

left sides; registration to background; upper or lower 
of overlaps; rotation by optional angle; mask; 
insertion to photo frame; and the like. 
Third level: image mixture. 
10 In this embodiment, the functions of the data 

processing means 106 are grouped in accordance with the 
editing inhibition information. As in another 
embodiment to be described later, it is obvious that 
the following data structure may also be incorporated. 
15 Namely, all the functions of the data processing means 
106 may be listed and editing inhibition information is 
provided to each function. 
( Data Flow and Process ) 

Next, a data flow and a series of processes 
20 according to the embodiment will be described with 
reference to Figs. 1 to 11. 

First, with reference to Fig. 2, the data flow and 
a series of processes of the embodiment will be 
described. 

25 The registration means 101 registers an original 

image and original image data control information in 
the storage means 102 . 
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Next, a distribution request for the image data to 
be processed and stored in the storage means 102 is 
issued to the image data control information providing 
means 103. The image data control information 
5 providing means 103 acquires the image data and image 
data control information from the storage means 102, 
and adds the image data control information to the 
image data to pass the image data image data with the 
image data control information to the data processing 

10 means 106. 

When an image data processing start command is 
issued, a preliminary process is executed. Namely, the 
data analysis means 104 extracts the image data control 
information from the image data, and the control means 

15 105 instructs the data processing means 106 to make an 
operator be impossible to select the function inhibited 
before the processing start and instructs the display 
means 107 to display information in accordance with the 
inhibition contents. 

20 The operation will be detailed with reference to 

flow charts. 

With reference to Figs. 8, 1, 6 and 5, the 
processes to be executed by the registration means 101 
to register the image data and editing inhibition 

25 information in the storage means 102 will be described. 

Fig. 8 is a flow chart illustrating a process to 
be executed by the registration means 101 to register 
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the image data and editing inhibition information in 
the storage means 102, according to the embodiment. 

As shown in Fig. 8, when the process starts, first 
at Step S901 an operator instructs an operation start 
5 at an arbitrary timing by using an input device such as 
keyboard 1008 and pointing device 1009 to thereby 
initiate the registration means 101 which is 
constituted of programs stored in HDD 1010. 

As the registration means 101 is initiated, at 

10 Step S902 CRT 1006 displays the display screen shown in 
Fig. 6. The operator enters the drive name and file 
name in the image file name box 701 by using an input 
device such as keyboard 1008 and pointing device 1009 
to read the original image to be registered and stored 

15 in an external storage device such as a CD-ROM from the 
removable disk drive 1011. 

At Step S903 the original image is picked up in 
accordance with the drive name and file name entered at 
Step S902 and displayed on the preview screen 704. 

20 Next, at Step S904 the operator enters the name of 

the image to be registered in the image name box 702 
while confirming the original image displayed on the 
preview screen. 

Next, at Step S905 the editing control information 

25 is designated in the editing control information box 
703. In this embodiment, one of the three levels is 
selected . 


- 31 - 


Next, at Step S906 the operator judges whether or 
not the image data is registered, by confirming the 
image file name box 701, image name box 702, editing 
control information box 703 and preview screen 704. 
5 If the image data is judged to be registered, at 

Step S907 a registration instruction is issued, for 
example, by clicking the image registration instruction 
button 705 with the pointing device 1009. 

If the image data is judged at Step S906 not to be 
10 registered, the flow returns to Step S902 to repeat the 
above operations. 

Next, with reference to Figs. 9, 2, 4 and 5, a 
process of adding image data control information and 
distributing image data when a distribution request for 
15 the image data is issued, will be described. 

Fig. 9 is a flow chart illustrating a process to 
be executed by the data control information providing 
means 103 to provide the data control information and 
distribute the image data. In the following 
20 description, it is assumed that a distribution request 
is issued to the data control information providing 
means 103 when an operator desires editing, printing 
and the like of image data stored in the storage means 
102. 

25 First, at Step S1001 upon reception of the 

distribution request, the data control information 
providing means 103 acquires image data requested. In 
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acquiring the image data, a record corresponding to the 
desired image data is searched from the image data 
information group 601 stored in the storage means 102, 
and the image data file having the file name stored in 
5 the image data file name 605 in the corresponding 
member is read from the image data storage 603. 

Next, at Step S1002 the data control information 
providing means 103 searches the image data control 
information group 602 stored in the storage means 102 

10 and acquires the image data control information of the 
desired image data. Searches at Steps S1001 and S1002 
are realized by a general search method because the 
storage means 102 is constituted of a general DB 
system. The detailed description of search is 

15 therefore omitted. 

Next, at Step 1003 the image data control 
information is entered in the comment field of the 
image data file acquired at Step S1001, as shown in 
Fig. 4. 

20 Next, at Step S1004 the image data file provided 

with the image data control information is transferred. 

Next, with reference to Figs. 10, 1, 2, 4, 7 and 
11A to 11C, a process to be executed by the control 
means 105 to control the data processing means 106 in 

25 accordance with the image data control information and 
to control the display means 107 to make it give a 
notice to an operator, will be described. In this 
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embodiment, a process to be executed by the control 
means 105 to suppress in advance the functions of the 
data processing means 106 will be described. 

Fig. 10 is a flow chart illustrating an operation 
5 of the data analysis means 104 to analyze the image 
data distributed from the data control information 
providing means 103 and extract the image data control 
information, and an operation of the control means 105 
to control the data processing means in accordance with 

10 the image data control information and control the 
display means 107 to make it give a notice of the 
inhibition contents. 

A series of processes to be described with this 
flow chart is assumed that the data processing means 

15 106 is already activated because the processes are 
performed as a preliminary process of the data 
processing means 106 when an operator instructs the 
data processing means 106 to start image data 
processing such as editing and printing. 

20 Referring to Fig. 10, first at Step S1101 an 

operator instructs the data processing means 106 to 
edit the image data. 

Next, at Step S1102 the data analysis means 
extracts the image data control information from the 

25 image data file which was instructed to be edited at 
Step S1101. In this embodiment, since the image data 
control information is entered in the comment field of 
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■the image data file as shown in Fig. 4, -the data 
analysis means 104 analyzes whether the image data 
control information start identifier 412 exists in the 
comment field. If it is judged from this analysis that 
5 the image inhibition information exists, the image data 
control information entity 413 is extracted. In the 
example shown in Fig. 4, the character string "0002" is 
extracted. 

Next, at Step S1103 in accordance with the image 

10 data control information extracted at Step S1102, the 
control means 105 acquires the editing function to be 
inhibited from the control data shown in Fig. 7 in 
order to suppress the editing function of the data 
processing means 106. 

15 For example, if the image data control information 

extracted at Step S1102 is the editing inhibition first 
level which has no editing inhibition, there is no 
control data to be acquired, whereas if it is the 
second level, the control data at the second level is 

20 acquired, and if it is the third level, the control 
data at the second and third levels is acquired. 

Next, at Step S1104 the control means 105 notifies 
the data processing means 106 of the inhibition 
function acquired at Step S1103 to inhibit to use the 

25 function. 

Next, at Step S1105 the control means 105 
Instructs the display means 107 to display a notice of 


the inhibition function acquired at Step SI 103 or 
instructs the display means 107 to display information 
on the data processing means 106 with the inhibition 
function acquired at Step S1104. When the process of 
5 the flow chart shown in Fig. 10 is completed, the data 
processing means 106 is enabled to process the image 
data. 

Next, with reference to Figs. 11A to 11C and Fig. 
10, the editing inhibition of the image data based upon 

10 the image data control information according to the 
embodiment will be described. 

Figs. 11A to 11C show examples of a display screen 
on CRT 1006 given by the display means 107 to show the 
state of the data processing means 106 allowed to 

15 process the image data. In the description of Figs. 

11A to 11C, using the data processing means 106 by an 
operator is called an application in order to 
collectively designate all the data analysis means 104, 
control means 105, data processing means 106 and 

20 display means 107. 

In Figs. 11A to 11C, reference numerals 1201, 1202 
and 1203 represent application display screens of the 
embodiment given by the display means 107. In Figs. 
11A to 11C, the application display screen 1201 shows 

25 processed image data with the first level image data 
control information, the application display screen 
1202 shows processed image data with the second level 
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image data control information, and the application 
display screen 1203 shows processed image data with the 
third level image data control information. 

Reference numeral 1204 represents an editing area 
in the application screen of the embodiment. In this 
editing area, image data is edited such as synthesis 
and superposition through external input operations 
using the keyboard 1008 or pointing device 1009 or 
through use of an editing menu to be described later. 
The display means 107 is instructed to display the 
edited image data with a text if necessary. In the 
application display screen 1203, only the original 
image data is displayed in the editing field 1204 
because all editing operations are inhibited. 

Reference numeral 1205 represents a guide line 
indicating image data in the editing area 1204 and the 
state that the image data is selected. In the 
application of this embodiment, it is assumed that the 
guide line 1205 is displayed when the image in the 
editing field is selected and that it is erased when 
selection of the image is released. 

Reference numeral 1206 represents a selection menu 
for file input/output in the application of the 
embodiment. A document file to be displayed in the 
editing area 1204 can be opened, saved or closed by 
selecting the menu with the pointing device 1009 . 

Reference numeral 1207 represents an editing menu 
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for designating an editing operation for the 
application of the embodiment. By selecting the menu 
1207 for the image selected in the editing area 1204, 
the selected editing operation is performed. In the 
case of a "insert image data" menu, this operation can 
be performed even if there is no image data selected in 
the editing area 1204. 

Next, with reference to Figs. 11A to 11C and Fig. 
10, an operation of processing image data having image 
data control information at each level will be 
described. 

The application display screen 1201 is provided 
when image data having image data control information 
at the first level is to be processed, i.e., when image 
data capable of being edited freely is to be processed. 
When the image data with the first level inhibition is 
selected in the editing area 1204, an editing start of 
the image data is instructed and the guide line 1205 is 
displayed around the displayed image, at Step S1101. 

Next, at Steps S1102 and S1103 in the flow chart 
shown in Fig. 10, the image data control information 
and corresponding inhibition functions are extracted 
from the image data file, thereafter at Step S1104 the 
inhibition functions are set, and at Step S1105 the 
contents of the inhibition functions are displayed by 
the display means 107 to change the display type of 
each inhibition function in the editing menu 1207. In 
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the application display screen 1201, since the image 
data without any inhibition function is processed, the 
display style of the editing menu 1207 is not changed. 
The application display screen 1202 is provided 
5 when image data having image data control information 
at the second level is to be processed, i.e., when 
image data with restricted editing operations including 
color conversion, image filer and the like described 
earlier is to be processed. Also in this case, with 

10 the processes at Steps S1101 to S1105, the inhibition 
functions are displayed by the display means 107 
similar to the application display screen 1201. 

In the application display screen 1202, several 
inhibition functions of the editing menu 1207 are 

15 designated so that these functions are displayed in a 

different display type such as a grey-out display style 
by the display means 107, in order to discriminate 
between enabled inhibition functions and disabled 
inhibition functions. 

20 The application display screen 1203 is provided 

when image data having image data control information 
at the third level is to be processed, i.e., when image 
data with all editing operations being inhibited is to 
be processed. Also in this case, with the processes at 

25 Steps S1101 to S1105, the inhibition functions are 
displayed by the display means 107 similar to the 
application display screen 1201. 
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In the application display screen 1203, since all 
inhibition functions of the editing menu 1207 are 
designated, all the functions are displayed in a 
different display style such as a grey-out display 
style by the display means 107, in order to 
discriminate between enabled inhibition functions and 
disabled inhibition functions. 

In the application display screens 1202 and 1203, 
the editing inhibition functions such as color 
conversion cannot be designated so that the image data 
can be prevented from being edited by the editing 
inhibition functions. The display style to be changed 
by the display means is not limited only to the above- 
described display style, but other display styles may 
be adopted such as a change in color or brightness and 
blinking. 

(Second Embodiment) 

A second embodiment of the invention will be 
described next. In the second embodiment, in addition 
to the notice of the inhibition functions shown in Fig. 
11A to 11C of the first embodiment, a notice of 
inhibition functions is given to an operator more 
clearly or definitely by the display means 107. This 
method will be described in the following. 

Referring to Fig. 12, reference numeral 1301 
represents an example of an application display screen 
of the embodiment. This application display screen 
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1301 is displayed before the application display 
screens 1201, 1202 and 1203 shown in Figs. 11A to 11C 
are displayed. Also in the following description, 
using the data processing means 106 by an operator is 
5 called an application in order to collectively 

designate all the data analysis means 104, control 
means 105, data processing means 106 and display means 
107. 

Reference numeral 1206 represents a selection menu 
10 similar to the selection menu 1206 shown in Figs. 11A 
to 11C. The selection menu 1206 of this embodiment is 
used for file input/output by the application of the 
embodiment. A document file can be opened, saved or 
closed by selecting the menu with the pointing device 
15 1009. 

Reference numeral 1207 represents an editing menu 
similar to the editing menu 1207 shown in Figs. 11A to 
11C. This editing menu 1207 of the embodiment is used 
for designating an editing operation for the 

20 application of the embodiment. Since there is no image 
data to be processed, all the editing inhibition 
functions are enabled, for example, in a grey-out 
display style. 

Reference numeral 1304 represents a mouse pointer 

25 displayed in association with a motion of the pointing 
device 1009 . A process selected by the mouse pointer 
1304 is executed. In the example shown in Fig. 12, a 
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menu "open file" is selected. 

Reference numeral 1305 represents a caution panel 
which is displayed when an image data file with image 
data control information is opened. 
5 When image data with image data control 

information is opened, the processes at Steps S1101 to 
SI 104 are executed so that the control means instructs 
the display means to display editing inhibition 
functions whose contents are displayed in the caution 
10 panel 1305. 

In the caution panel 1305, reference numeral 1306 
represents a message indicating editing inhibition 
functions acquired from the image data control 
information at each level. Reference numerals 1307 and 
15 1308 represent a process continuance button and a 
process cancel button, which are selected by the 
pointing device to execute a corresponding process. 

If an operator designates the continuance button 
1307 after confirming image data control information 
20 displayed on the caution panel, the application display 
screen of the data processing means shown in Figs. 11A 
to 11C of the first embodiment is displayed. 
(Third Embodiment) 

The third embodiment realizes an editing 
25 inhibition method different from the editing inhibition 
method of the first embodiment shown in Fig. 10 and 
Figs. 11A to 11C with application display screens and 
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also different from "the editing inhibition method of 
the second embodiment shown in Fig. 12 with the 
application display screen. 

The third embodiment will be described with 
5 reference to Figs. 13 and 14 in place of Figs. 10 to 12 
of the first and second embodiments. Fig. 13 shows 
examples of an application display screen used for 
notifying an editing application of editing inhibition 
functions by the display means 107 of this embodiment. 
10 Also in the following description, using the data 
processing means 106 by an operator is called an 
application in order to collectively designate all the 
data analysis means 104, control means 105, data 
processing means 106 and display means 107. 
15 Fig. 14 is a flow chart illustrating the operation 

of the third embodiment. The flow chart shown in Fig. 
10 is replaced by this flow chart of this embodiment 
shown in Fig. 14. The flow chart shown in Fig. 14 
illustrates an operation of the data analysis means 104 
20 to analyze the image data distributed from the data 

control information providing means 103 and extract the 
image data control information, and an operation of the 
control means 105 to control the data processing means 
in accordance with the image data control information 
25 and control the display means 107 to make it give a 
notice of the inhibition contents. 

Referring to Fig. 13, reference numeral 1401 
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represents an editing application display screen of 
this embodiment. 

Reference numeral 1402 represents an image of 
graphics data in the editing area. It is assumed that 
5 the graphics data is not provided with editing 
inhibition function. A guide line is displayed 
surrounding the graphics data image. 

Reference numeral 1304 represents a pointing 
device similar to the mouse pointer 1304 shown in Fig. 
10 12. This mouse pointer 1304 is displayed in 

association with a motion of the pointing device 1009. 
A process selected by the mouse pointer 1304 is 
executed . 

In the example shown in Fig. 13, since the image 
15 data 1402 without image data control information at the 
first level is selected, the guide line is displayed 
surrounding the image of this image data. 

Reference numeral 1404 represents an image of 
image data with the second level image data control 
20 information. Since the image mixture is not 

restricted, the image 1404 can be displayed on the same 
screen as that of the graphics data image 1402. In the 
following operation, it is assumed that the mouse 
pointer 1304 is moved by moving the pointing device 
25 1009 to overlap the image 1402 on the image 1404. 

Reference numeral 1405 represents a display screen 
in which this motion process is executed. The image 
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1402 is overlapped with the image 1404 of image data 
with the image data control information- Since an 
editing operation of "upper or lower of overlaps" is 
executed, the process at Steps SI 101 to S1104 are 
5 executed to notify the display means of the editing 
inhibition function and display the contents of the 
editing inhibition function on a caution panel 1406. 

In the caution panel 1406, reference numeral 1407 
represents a message indicating the caution contents 

10 acquired from the image data control information at 
each level (in this example, the second level). 
Reference numerals 1408 represents a confirmation 
button which is selected by the pointing device 1009 to 
terminate the display of the caution panel and restores 

15 the screen 1401 before the graphics data image 1402 was 
moved . 

Next, with reference to Figs. 1, 2, 7, 13 and 14, 
the operation of this embodiment will be described in 
correspondence with display screens to be used. 

20 First, at Step S1501 an operator instructs an 

application to start editing image data 1404 displayed 
in the editing area of the display screen 1401 . 

Next, at Step S1502 the data analysis means 104 
extracts the image data control information provided to 

25 the image data 1404. The extracted image data control 
information is transferred to the control means 104 
which stores the supplied image data control 
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information in a memory such as RAM 1002. 

The image data is transferred to the data 
processing means 106. The display means 107 is 
instructed to display the display screen 1401 on CRT 
1006. 

Next, at Step SI 503 it is checked whether an 
operator instructs the application to execute an 
editing function for the image data 1404. When the 
editing function is instructed to be executed and the 
control means 105 is notified to such effect, the flow 
advances to Step SI 504. In the example of the display 
screen 1405 shown in Fig. 13, when the "upper or lower 
of overlaps" function for the image data 1404 is 
instructed to be executed, the flow advances to Step 
S1504. 

Next, at Step S1505 the control means 105 acquires 
the editing inhibition level of the designated function 
from the control data shown in Fig. 7. In order to 
acquire the editing inhibition level of the "upper or 
lower of overlaps" function shown in Fig. 13, the 
upper and lower of overlaps" function is searched from 
the function group at each level and the editing 
inhibition level to which the searched group belongs is 
acquired. In this embodiment, the second level is 
acquired to restrict the function at the second level. 

At Step SI 506 the image data control information 
extracted at Step SI 502 and stored in RAM 1002 is 
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compared with the editing inhibition level acquired at 
Step S1505, to thereby judge whether the function can 
be allowed to be executed. The "upper or lower of 
overlaps" function is a function to be restricted at 
the second level. Since the image data 1404 is 
provided with the second level editing inhibition 
information, this function is not allowed to be 
executed . 

Regarding the function permitted at Step S1506, a 
permission is notified from the control means 105 to 
the data processing means 106 at Step S1507. The data 
processing means 106 then executes the permitted 
function. 

If it is judged at Step SI 50 6 that the function is 
not permitted to be executed, the flow advances to Step 
S1508 whereat the control means 105 notifies the 
display means of the editing inhibition function and 
instructs the display means 107 to display the caution 
panel 1406 indicating an execution inhibition. Upon 
reception of this notice, the display means 107 
displays the caution panel 1406. 

At Step S1509, the operator confirms this caution 
panel 1406 and notifies this confirmation by using the 
confirmation button 1408. Upon reception of this 
confirmation by the control means 105, the flow 
advances to Step SI 510. 

At Step SI 510, the control means 105 notifies the 
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data processing means 106 of execution inhibition. 
Upon reception of this execution inhibition, the data 
processing means terminates a motion process for the 
image data 1402. The display means 107 is instructed 
5 to recover the display screen 1401 and display it on 
CRT 1006. 

With the above operations, a notice of an editing 
inhibition function and an execution inhibition are 
realized in accordance with the image data control 

10 information. As compared to the first and second 
embodiments, the third embodiment can effectively 
restrict a function which is additionally generated 
when the pointing device 1009 instructs to execute some 
function without using the editing menu or when a 

15 function is executed for image data without editing 
inhibition function or at a low level. 
(Fourth Embodiment) 

The fourth embodiment realizes the editing 
inhibition by a combination of the first and third 

20 embodiments. Namely, the fourth embodiment realizes 

both preliminary restriction by using the editing menu 
and restriction based upon image data control 
information when an editing function is instructed to 
be executed and this instruction is judged to be 

25 permitted or not. 

(Fifth Embod iment ) 

The fifth embodiment realizes the editing 


- 48 - 


inhibition by a combination of the second and third 
embodiments. Namely, the fifth embodiment realizes 
both the functions of the fourth embodiment and the 
function of notifying an editing inhibition function by 
using the caution panel before the editing operation 
starts . 

( Sixth Embodiment ) 

In the sixth embodiment, image data control 
information is used which is different from the image 
data control information shown in Fig. 7 and used for 
restricting the editing operation of the image data 
processing apparatus of the first to fifth embodiments. 

The control data different from that shown in Fig. 
7 will be described with reference to Fig. 15. The 
control data of this embodiment shown in Fig. 15 is 
used for restricting the editing operation of the image 
data processing apparatus in accordance with the 
editing inhibition information. 

Each of this image data control information is 
given an editing level. This editing level may be an 
editing inhibition level or an editing permission 
level. In this embodiment, the editing permission 
level is used. 

A method of acquiring the editing inhibition level 
of each editing function at Step S1103 shown in Fig. 10 
and at Step S1504 shown in Fig. 14 will be described by 
using the control data shown in Fig. 15. 
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At Step S1103 shown in Figs 11A to 11C, the 
editing levels of all the editing inhibition functions 
are checked to extract the editing inhibition functions 
having the editing inhibition level lower than that of 
5 the image data to be processed. For example, if image 
data has the second editing inhibition level, the 
editing functions having the lower level, i.e., first 
level are extracted. If image data has the third 
editing inhibition level, the editing functions having 

10 the first and second levels are extracted. 

At Step SI 504 shown in Fig. 14, since the single 
editing function is acquired, the editing function of 
each image data control information is sequentially 
searched and when the subject editing function is 

15 searched, the inhibition level given to the searched 
editing function is acquired. 

The editing level detected at Step S1504 shown in 
Fig. 15 is expressed by the editing permission level. 
Therefore, at Step S1505 whereat the inhibition level 

20 of image data is compared, this comparison is performed 
by an inverse logic of that used by the sixth 
embodiment. Namely, in the sixth embodiment, the 
editing function having the inhibition level equal to 
or larger than that of the image data is not permitted 

25 to be executed, whereas in the sixth embodiment the 

editing function having the editing level equal to or 
larger than that of image data is permitted to be 
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executed . 

Even if the control data shown in Fig. 15 is used, 
the editing function can be inhibited in accordance 
with the image data control information, similar to the 
first to fifth embodiments using the control data shown 
in Fig. 7. 

( Seventh Embodiment ) 

In the seventh embodiment, an image data 
distribution computer for distributing stored image 
data and an image data processing computer for 
performing editing, printing and the like of image data 
are used in addition to the structure of each of the 
first to sixth embodiments. 

In the seventh embodiment, a plurality of image 
data distribution computers and image data processing 
computers may be used. Also in the seventh embodiment, 
computers are not interconnected by a network. 

The seventh embodiment will be described with 
reference to the functional block diagram shown in Fig. 
16 in place of the block diagram of Fig. 2 used for the 
description of the first to sixth embodiments. 

The structure of the sixth embodiment will be 
first described with reference to Fig. 16. Fig. 16 is 
a functional block diagram of the sixth embodiment 
using a plurality of computers, to be replaced by the 
block diagram shown in Fig. 2 used for the first to 
sixth embodiments. 
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In Fig. 16, reference numeral 1701 represents an 
image data distribution computer including an image 
supplying apparatus of the invention which computer 
stores image data and corresponding image data control 
5 information and distributes the stored image data. 

Reference numeral 1702 represents an image data 
processing computer including an image data processing 
apparatus of the invention which computer performs 
editing, printing and the like of image data. 
10 Reference numeral 101 represents a registration 

means similar to the registration means 101 shown in 
Fig. 2, which registers image data in a storage means 
102. 

The storage means 102 is similar to the storage 
15 means 102 shown in Fig. 2 and stores image data and 
corresponding image data control information. 
Reference numeral 103 represents a data control 
information providing means similar to the data control 
information providing means 103 shown in Fig. 2, which 
20 means in response to a data distribution request from a 
browsing means 1703 . acquires image data and 
corresponding image data control information stored in 
the storage means 1702 and adds the image data control 
information to the image data to transfer it to the 
25 browsing means 1703 . 

The browsing means 1703 is used for browsing image 
data stored in the storage means 102 of the image data 
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distribution computer 1701. An operator instructs the 
browsing means 1703 to browse the image data stored in 
the storage means 102, and if a desired image to be 
processed at the image data processing computer is 
5 found, the operator issues a distribution request for 

the image data to an image data control information 
providing means 103. The operator receives the image 
data with the image data control information and writes 
it in a removable disk such as a floppy disk and a CD- 

10 ROM by using a removable disk drive 1011, in order to 
use later the stored image data at the image data 
processing computer. 

Reference numeral 104 represents a data analysis 
means similar to the data analysis means 104 shown in 

15 Fig. 2, which means is installed in the data processing 
computer. The data analysis means 104 reads image data 
from the hard disk drive 1010 or removable disk drive 
1011, extracts the image data control information from 
the image data already provided with the image data 

20 control information, and passes it to a control means 
105. 

The control means 105 is similar to the control 
means 105 shown in Fig. 2, and controls a data 
processing means 106 and a display means 107 in 
25 accordance with the image data control information 
extracted by the data analysis means 104. 

The data processing means 106 is similar to the 
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data processing means 106 shown in Fig. 2, and 
processes image data for data editing, printing and the 
like, or temporarily stores the image data for 
preparing for such data processing. 
5 The display means 107 is similar to the display 

means 107 shown in Fig. 2, and displays information 
requested by the data processing means 106 and control 
means 105. The registration means 101, image data 
control information providing means 103 and browsing 

10 means 1703 are constituted of programs to be executed 
at the image data distribution computer 1701, and are 
stored in ROM 1003 or a hard disk in HDD 1010. These 
programs are developed on RAM 1002 and executed. The 
programs may be stored in an external storage device 

15 such as a CD-ROM and read from the removable disk drive 
1011, and if necessary the programs may be saved once 
in HDD 1010 and thereafter developed on RAM 1002. 

The storage means 102 is realized by a generally 
used database (DB) system and constituted of programs 

20 and data. Similar to the registration means 103, these 
programs are stored in ROM 1003 and in a hard disk in 
HDD 1010 and developed on RAM 1002 to execute them. 

Programs stored in an external storage device such 
as a CD-ROM may be read from the removable disk drive 

25 1011, and if necessary they may be saved in a hard disk 
in HDD 1010 to thereafter develop them on RAM 1002 to 
execute them. Data to be stored in the storage means 
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is stored in a hard disk, RAM 1002, or removable disk. 

The data analysis means 104, control means 105, 
data processing means 106 and display means 107 are 
realized by programs to be executed by the image data 
5 processing computer 1702, the programs being stored in 
ROM 1003 or in a hard disk in HDD 1010 and developed on 
RAM 1002 to execute them. The programs may be stored 
in an external storage device such as a CD-ROM and read 
from the removable disk drive 1011, and if necessary 
10 they may be stored once in a hard disk in HDD 1010 to 
thereafter develop them on RAM 1002 to execute them. 

In this embodiment, it is assumed that the data 
analysis means 104, control means 105, data processing 
means 106 and display means 107 are provided as an 
15 application including programs realizing the function 
of these means. 

Next, an example of a display screen given by the 
browsing means 1703 will be described. Referring to 
Fig. 17, reference numeral 1801 represents a display 
20 screen given by the browsing means. Reference numeral 
1802 represents a browsing area in which data stored in 
the storage means 102 is displayed. In this 
embodiment, image data, an image number, an image name, 
and image data control information are displayed. 
25 Reference numeral 1803 represents an image number 

box for designating the image number of image data to 
be processed at the image data processing computer 


1702. Reference numeral 1804 represents a save 
destination box for designating the save area of image 
data desired by an operator. Reference numeral 1805 
represents a save button used for saving image data. 
5 (Data Flow and Process) 

Next, the data flow and process of this embodiment 
will be described with reference mainly to Figs. 5, 11, 
16 and 17. In this embodiment, a different point from 
the structure shown in Fig. 2 applied to the first to 

10 sixth embodiments will be described. Namely, a process 
of browsing image data in the storage means 102 by the 
browsing means 1703 and a process of fetching the image 
data by an application of the image data processing 
computer 1702 will be described. 

15 The description is therefore given on the 

assumption that image data, image data control 
information and other information shown in Fig. 5 are 
already stored in the storage means 102. Since the 
process after the image data is acquired is similar to 

20 that of the first to sixth embodiments, the description 
thereof is omitted. 

First, an operator activates the browsing means 
1703 in order to acquire desired image data stored in 
the storage means 102. 

25 As the browsing means 1703 is activated, the 

browsing means 1703 sequentially acquires the records 
of the image data information group 601 and image data 
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control information group 602 from the storage means 
102 and corresponding image data from the image data 
storage 603 of the storage means 102, and displays as a 
preview image the acquired records and data in the 
5 browsing area 1802 together with the image number, 
image name and image data control information 
( inhibition level ) . 

The operator browses the image data displayed in 
the browsing area 1802, and if desired image data is 

10 found, the image number of the desired image data is 
entered in the image number box 1803. Next, a save 
destination removable disk drive is entered in the same 
destination box 1804 in order to save the image data in 
a removable disk desired by the operator. After these 

15 designations are entered, a removable disk is set to 

the drive designated in the save destination box 1804 
and the save button 1805 is operated to save the image 
data. 

In response to the save instruction, the browser 
20 means 1703 transfers the image number to the image data 
control information providing means 103 to thereby 
request image data distribution. In response to the 
distribution request, the image data control 
information providing means 103 acquires the image data 
25 corresponding to the requested image number from the 
storage means 102 and adds the image data control 
information to the image data. A method of acquiring 
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image data and adding image data control information to 
the image data is the same as that described with the 
first embodiment. The image data added with the image 
data control information is transferred from the image 
5 data control information providing means 103 to the 

browsing means 1703 whereat the image data is written 
in a removable disk at the drive designated in the save 
destination box 1804. 

With the above operations, image data desired by 
10 the operator to be processed by the image data 

processing computer 1702 is stored in the removable 
disk. Next, the operator activates an application of 
the image data processing computer 1702. The operator 
uses an "open file" menu in the selection menu 1206 or 
15 an "insert image data" menu in the editing menu 1207 of 
the application to write the image data. 

Thereafter, a method similar to that described 
with the first to sixth embodiments is performed to 
protect the image data by using the image data control 
20 information. 

( Eighth Embodiment ) 

In the eighth embodiment, a plurality of computers 
interconnected via a network are used in addition to 
the structure of each of the first to sixth 
2 5 embodiment s . 

Commuters interconnected via the network includes 
image data distribution computers (server computers) 
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including an image supplying apparatus of this 
embodiment for storing image data and supplying the 
stored image data and image data processing computers 
(client computers) including an image data processing 
5 apparatus for performing editing, printing and the like 
of image data. 

Fig. 18 shows the structure of the eighth 
embodiment using a plurality of computers, in place of 
the structure of each of the first to sixth embodiments 

10 shown in Fig. 2. 

In Fig. 18, reference numeral 1901 represents an 
image data distribution computer which stores image 
data and corresponding image data control information 
and distributes the stored image data. In this 

15 embodiment, the image data distribution computer 
connected to the network has as its main object 
supplying data, and is called a server computer. 

In Fig. 18, reference numeral 1902 represents an 
image data processing computer which performs editing, 

20 printing and the like of image data. In this 

embodiment, the image data processing computer has as 
its main object processing image data supplied from an 
operator including data supplied from the server 
computer, and is called a client computer. 

25 Reference numeral 101 represents a registration 

means similar to the registration means 101 shown in 
Fig. 2, which means registers image data in a storage 
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means 102. 

The storage means 102 is similar to the storage 
means 102 shown in Fig. 2 which means stores image data 
and corresponding image data control information. 
5 Reference numeral 103 represents a data control 

information providing means similar to the data control 
information providing means 103 shown in Fig. 2, which 
means in response to a data distribution request 
supplied via the network from a browsing means 1903 of 

10 the client computer, acquires image data and 

corresponding image data control information stored in 
the storage means 1902 and adds the image data control 
information to the image data. 

The browsing means 1703 is used for browsing image 

15 data stored in the storage means 102 of the image data 
distribution computer 1901. An operator instructs the 
browsing means 1903 to browse the image data stored in 
the storage means 102, and if a desired image to be 
processed at the client computer is found, the operator 

20 issues a distribution request for the image data to an 
image data control information providing means 103. 
The image data added with the image data control 
information is acquired by the browsing means 1903 or 
by an application including a data analysis means 104, 

25 a control means 105, a data processing means 106 and a 
display means 107. 

The data analysis means 104 is similar to the data 
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analysis means 104 shown in Fig. 2, and is installed in 

the client computer. The data analysis means 104 reads 

image data from the hard disk drive 1010 or removable 

disk drive 1011, extracts the image data control 
5 information from the image data already provided with 

the image data control information, and passes it to 

the control means 105. 

The control means 105 is similar to the control 

means 105 shown in Fig. 2, and controls the data 
10 processing means 106 and display means 107 in 

accordance with the image data control information 

extracted by the data analysis means 104. 

The data processing means 106 is similar to the 

data processing means 106 shown in Fig. 2, and 
15 processes image data for data editing, printing and the 

like, or temporarily stores the image data for 

preparing for such data processing. 

The display means 107 is similar to the display 

means 107 shown in Fig. 2, and displays information 
20 requested by the data processing means 106 and control 

means 105. 

Reference numeral 1904 represents a network 
interface similar to the network interface 1004 shown 
in Fig. 1, which interface is used for the network 
25 control of connecting the server computer 1901 to the 
network and of transferring image data with image data 
control information and the like from the server 
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computer to the network by using the storage means 102 
and image data control information providing means 103. 

Reference numeral 1905 represents a network 
interface similar to the network interface 1905 and to 
5 the network interface 1004 shown in Fig. 1, which 

interface is used for the network control of connecting 
the client computer to the network and of acquiring 
data on the network by the browsing means 1903 or by an 
application including the data analysis means 102, 

10 control means 1903, image data processing means 1903 
and display means 104. 

The registration means 101 and image data control 
information providing means 103 are constituted of 
programs to be executed at the server computer 1901, 

15 and are stored in ROM 1003 or a hard disk in HDD 1010. 

These programs are developed on RAM 1002 and executed. 
The programs may be stored in an external storage 
device such as a CD-ROM and read from the removable 
disk drive 1011, and if necessary the programs may be 

20 saved once in HDD 1010 and thereafter developed on RAM 
1002. 

The storage means 102 is realized by a generally 
used database <DB) system and constituted of programs 
and data. Similar to the registration means 103, these 
25 programs are stored in ROM 1003 and in a hard disk in 
HDD 1010 and developed on RAM 1002 to execute them. 
Programs stored in an external storage device such as a 
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CD-ROM may be read from the removable disk drive 1011, 
and if necessary they may be saved once in a hard disk 
in HDD 1010 to thereafter develop them on RAM 1002 to 
execute them. Data to be stored in the storage means 
5 is stored in a hard disk, RAM 1002, or removable disk. 

The browsing means 1903, data analysis means 104, 
control means 105, data processing means 106 and 
display means 107 are realized by programs to be 
executed by the client computer 1902, the programs 

10 being stored in ROM 1003 or in a hard disk in HDD 1010 
and developed on RAM 1002 to execute them. The 
programs may be stored in an external storage device 
such as a CD-ROM and read from the removable disk drive 
1011, and if necessary they may be stored once in a 

15 hard disk in HDD 1010 to thereafter develop them on RAM 
1002 to execute them. 

In this embodiment, it is assumed that the 
browsing means 1903 is a generally used network browser 
and a function not provided with such a browser is 

20 realized by using an expansion means (plug-in) of such 
a browser. A function expansion is generally used by 
the browser and the detailed description thereof is 
omitted. It is also assumed that the data analysis 
means 104, control means 105, data processing means 106 

25 and display means 107 are provided as an application 
including programs realizing the function of these 
means . 
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(Data Flow and Process) 

Next, the data flow and process of this embodiment 
will be described with reference mainly to Figs. 5, 11A 
to 11C, 17 and 18. In this embodiment, a different 
point from the structure shown in Fig. 2 applied to the 
first to sixth embodiments will be described. Namely, 
a process of browsing image data in the storage means 
102 of the server computer 1901 by the browsing means 
1703 via the network and a process of fetching the 
image data by an application of the client computer 
will be described. 

The description is therefore given on the 
assumption that image data, image data control 
information and other information shown in Fig. 5 are 
already stored in the storage means 102. Since the 
process after the image data is acquired is similar to 
that of the first to sixth embodiments, the description 
thereof is omitted. 

First, an operator activates the browsing means 
1703 by using the client computer 1902 in order to 
acquire desired image data stored in the storage means 
102 of the server computer 1901. 

An application display screen given by the 
browsing means 1903 of this embodiment is similar to 
that given by the browsing means 1703 of the eighth 
embodiment. In this case, the save destination box 
1804 may be omitted because the save destination is 
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apparently the client computer itself which activated 
the browsing means 1903. In this embodiment, 
therefore, the description is made on the assumption 
that the save destination box 1804 is omitted. 
5 As the browsing means 1903 is activated, the 

browsing means 1903 sequentially acquires via the 
network interfaces 1904 and 1905 the records of the 
image data information group 601 and image data control 
information group 602 from the storage means 102 and 

10 corresponding image data from the image data storage 

603 of the storage means 102, and displays as a preview 
image the acquired records and data in the browsing 
area 1802 together with the image number, image name 
and image data control information < inhibition level ) . 

15 The operator browses the image data displayed in 

the browsing area 1802, and if desired image data is 
found, the image number of the desired image data is 
entered in the image number box 1803. Thereafter, the 
save button 1805 is operated to save the image data. 

20 In response to the save instruction, the browser 

means 1903 transfers the image number to the image data 
control information providing means 103 to thereby 
request image data distribution. In response to the 
distribution request, the image data control 

25 information providing means 103 acquires the image data 
corresponding to the requested image number from the 
storage means 102 and adds the image data control 


- 65 - 


information to the image data. A method of acquiring 
image data and adding image data control information to 
the image data is the same as that described with the 
first embodiment. 
5 When the image data added with the image data 

control information is generated, a preparation 
completion notice as well as a path to the image data 
file is transferred from the image data control 
information providing means 103 to the browsing means 
10 1903. 

Upon reception of the preparation completion 
notice, if the browsing means 1903 itself operates to 
save the image data in the client computer, then the 
browsing means 1903 acquires the image data with the 

15 image data control information from the server computer 
and writes it in HDD 1010 or the like. 

In this case, if an application has a temporarily 
storage function such as an electronic album which 
facilitates the application to process image data, or 

20 if a client application has a temporarily storage 

function of an image data for the application, then 
this application is instructed to temporarily store the 
image data at the client computer 1902. 

If the application acquires the image data from 

25 the server computer 1901, the application is instructed 
to acquire the image data together with a path to the 
image data file when the preparation completion notice 
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is received from the image data control information 
providing means 103 at the browsing means. 

In response to the acquisition instruction, the 
application acquires the image data from the server 
5 computer 1901 and writes it in HDD 1010 or the like. 
In this case, if an application has a temporarily 
storage function such as an electronic album which 
facilitates the application to process image data, then 
this application is instructed to temporarily store the 

10 image data at the client computer 1902. With the above 
processes, the operator can store desired image data at 
the client computer 1902. 

Next, the operator activates an application of the 
image data processing computer 1902. The operator uses 

15 an "open file" menu in the selection menu 1206 or an 
"insert image data" menu in the editing menu 1207 of 
the application to write the image data. If the 
application has a temporary storage function, the image 
data is acquired from image data under management of 

20 the temporary storage function, whereas if the 

application has no temporary storage function, the 
image data is acquired from image data under file 
management provided by an operating system ( OS ) . 

With the above processes, the client computer 

25 acquires image data with image data control information 
from the server computer connected to the network, and 
the acquired image data can be processed in accordance 
with the image data control information so as to 
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protect the right of the image data provider. 
( Nineth Embodiment ) 

The ninth embodiment is applied to audio data of 
the SMF format in place of the JFIF format of image 
5 data. 

The SMF format defines track chunks which are used 
for various data fields. A data section in the track 
chunk has data sets including a meta event such as a 
text field in which text data is written. In the ninth 
10 embodiment, the data control information having a 

plurality of inhibition levels is embedded in the text 
field or a copyright indication field of the meta 
event . 

The registration means 101 resisters audio data 
15 and corresponding audio data control information. The 
storage means 102 stores and manages the audio data and 
corresponding audio data control information. The data 
control information providing means 103 embeds the 
audio data control information in the text field of the 
20 meta event field of the audio data SMF format. The 

data analysis means 104 extracts the audio data control 
information from the audio data and passes it to the 
control means 105. The control means 105 restricts the 
process function of the data processing means 106 in 
25 accordance with the audio data control information. 

In this embodiment, the following inhibition 
levels are given to the audio data control information. 
First level: free editing (audio data can be 
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wholly edited), 

Second level: partial editing (audio data can be 
partially edited), 

Third level : no editing ( reproduction only ) . 
5 The data processing means 106 has an editing 

function restricted in accordance with each inhibition 
level. For example, at the third level, all the 
functions except the reproduction function are 
restricted. At the second level, an editing operation 
10 is partially restricted by inhibiting a function of 
selecting audio data partially and arbitrarily. 

At the first level, no editing operation is 
inhibited. In response to an audio data editing start 
instruction, the display means 107 notifies the 
15 inhibition contents to thereby make a disabled 

indication of the editing inhibition function of the 
data processing means 106. If an instruction to 
execute the editing inhibition operation is issued, the 
display means 107 makes a notice of inhibition be 
20 displayed on the caution panel. As described above, 
the invention is also applicable to audio data. 
( Tenth Embodiment ) 

The tenth embodiment is applied to moving image 
data of the moving image data format using MPEG 
25 (hereinafter called a MPEG file format) in place of the 
JFIF format of image data. 

In -the tenth embodiment;, the data control 
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information having a plurality of inhibition levels is 
embedded in the field (hereinafter called a data 
control information embedding field) similar to the 
copyright field or text field of the SMF format for 
5 audio data or in a comment field of the JFIF format for 
image data. 

The registration means 101 resisters moving image 
data and corresponding moving image data control 
information. The storage means 102 stores and manages 

10 the moving image data and corresponding moving image 
data control information. 

The data control information providing means 103 
embeds the moving image data control information in the 
data control information embedding field of the MPEG 

15 format. The data analysis means 104 extracts the 

moving image data control information from the moving 
image data and passes it to the control means 105. The 
control means 105 restricts the process function of the 
data processing means 106 in accordance with the moving 

20 image data control information. 

In this embodiment, the following inhibition 
levels are given to the moving image data control 
information . 

First level: free editing (moving image data can 
25 be wholly edited), 

Second level: partial editing (moving image can be 
partially edited). 
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Third level: no editing (reproduction only). 
The data processing means 106 has an editing 
function restricted in accordance with each inhibition 
level. For example, at the third level, all the 
5 functions except the reproduction function are 

restricted. At the second level, an editing operation 
is partially restricted by inhibiting a function of 
selecting moving image data partially and arbitrarily. 
At the first level, no editing operation is inhibited. 

10 In response to a moving image data editing start 

instruction, the display means 107 notifies the 
inhibition contents, e.g., direct display of contents, 
display of predetermined marks, a partial change in 
color, luminance or the like to thereby make a disabled 

15 indication of the editing inhibition function of the 
data processing means 106. If an instruction to 
execute the editing inhibition operation is issued, the 
display means 107 makes a notice of inhibition be 
displayed on the caution panel. As described above, 

20 the invention is also applicable to moving image data. 
(Other Embodiments) 

The present invention may be applied to a system 
constituted of a plurality of apparatuses (e.g., a host 
computer, interface units, a reader, a printer, and the 

25 like) or to a system constituted of a single apparatus. 

The scope of the invention also includes a system 
or apparatus whose computer (CPU or MPU) runs to 
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operate various devices connected thereto in accordance 
with software program codes supplied to the system or 
apparatus so as to realize the functions of the above 
embodiments . 

5 In this case, the software program codes 

themselves realize the embodiment functions. 
Therefore, the program codes themselves and means for 
supplying such program codes to a computer, e.g., a 
storage medium storing such program codes, constitute 
10 the present invention. The storage medium storing such 
program codes may be a floppy disk, a hard disk, an 
optical disk, a magneto-optical disk, a CD-ROM, a 
magnetic tape, a non-volatile memory card, a ROM, and 
the like. 

15 Obviously, such program codes are other types of 

embodiments of this invention, not only for the case 
wherein the embodiment functions are realized by 
executing the program codes supplied to the computer 
but also for the case wherein the embodiment functions 

20 are realized by the program codes used with an OS 

(operating system) on which the computer runs or with 
other various types of application software. 

Furthermore, the scope of the invention also 
includes obviously the case wherein in accordance with 

25 the program codes stored in a memory of a function 
expansion board or unit connected to the computer 
supplied with the program codes, a CPU or the like of 
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the function board or unit executes part or the whole 
of the actual tasks for realizing the embodiment 
functions . 

As described so far, according to the invention, 
5 data control information to be used for restricting 
various process functions is added to data, and the 
operation of the data processing means for performing 
various processes is restricted in accordance with the 
data control information. Accordingly, the operation 

10 of the data processing means can be restricted in 

accordance with an inhibition level of the data control 
information. Restriction matching an intention of a 
creative data provider can be performed finely. For 
example, in accordance with image data control 

15 information, an editing operation, print size, degree 
of commercial use and the like respectively of image 
data can be restricted, and an intention of an image 
data provider can be reflected correctly. 

According to another aspect of the invention, such 

20 fine restriction can be realized without unnecessarily 
restricting a data user, and in addition, a restriction 
given to data can be explicitly notified by changing a 
display of inhibition contents. 

Next, with reference to Fig. 19, another example 

25 of a process of managing data control information and 
distributing data when a distribution request for the 
data is issued, will be described. This example is a 
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modification of the first embodiment illustrated in 
Fig. 9. In this modification, data control information 
is distributed in response to a request issued after 
data distribution, and only the information indicating 
5 a presence of control information is distributed 
together with the data. 

Fig. 19 is a flow chart illustrating a process to 
be executed by a data control information managing 
means 103 (corresponding to the data control 

10 information providing means 103 of the first embodiment 
shown in Fig. 2) to manage data control information and 
distribute the data. 

In the following description, it is assumed that a 
distribution request is issued to the data control 

15 information management means 103 when an operator 

desires editing, printing and the like of data stored 
in the storage means 102. 

At Step S1901 upon reception of the distribution 
request, the data control information management means 

20 103 acquires requested data from the storage means 102. 
In acquiring the data, a record corresponding to the 
desired image data is searched from the image data 
information group 601 stored in the storage means 102, 
and the image data file having the file name stored in 

25 the image data file name 605 in the corresponding 
member is read from the image data storage 603. 

Next, at Step SI 9 02 the data control information 
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management means 103 searches the image data control 
information group 602 stored in the storage means 102 
and acquires the image data control information of the 
desired image data. Searches at Steps S1901 and S1902 
5 are realized by a general search method because the 
storage means 102 is constituted of a general DB 
system. The detailed description of search is 
therefore omitted. 

Next, at Step SI 903 it is checked whether the data 

10 control information exists at the search at Step S1902. 
If exists, at Step S1904 a management number used by 
the storage means 102 is added to the data as a data 
management number. If not exists at Step S1903, it is 
not necessary for the data control information 

15 management means 103 to manage the data control 
information, and the flow advances to Step S1905 
whereat the data is transferred. 

Next, with reference to Fig. 20, an example of a 
process to be executed by the control means 105 to 

20 control the data processing means 106 in accordance 

with the image data control information and to control 
the display means 107 to make it give a notice to an 
operator, will be described. This example 
corresponding to a modification of the first embodiment 

25 illustrated in Fig. 10. In this modification, a 

process to be executed by the control means 105 to 
suppress in advance the functions of the data 
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processing means 106 will be described. 

Fig. 20 is a flow chart illustrating an operation 
to be executed when the data distributed from the data 
control information management means 103 has the data 
5 management number, i.e., when the data is required to 
be restricted in accordance with the data control 
information (when the control information exists), 
wherein the data control information management means 

103 acquires the data control information, and in 

10 accordance with this control information, the control 

means 105 controls the data processing means 106 and 
controls the display means 107 to make it give a notice 
of the inhibition contents. 

A series of processes to be described with this 

15 flow chart is assumed that the data processing means 
106 is already activated because the processes are 
performed as a preliminary process of the data 
processing means 106 when an operator instructs the 
data processing means 106 to start image data 

20 processing such as editing and printing. 

Referring to Fig. 20, first at Step S2001 an 
operator instructs the data processing means 106 to 
edit the data. At Step S2002 a data management means 

104 (corresponding to the data analysis means 104 of 
25 the first embodiment in Fig. 2) confirms whether the 

data file instructed to be edited at Step S2001 
contains the data control information. 
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If the data management means 104 cannot confirm a 
presence of data control information, the flow advances 
to Step S2003, whereas if confirmed, the data is 
transferred to the control means 105. In this 
5 modification, a presence of data control information 

can be confirmed from a presence of the data management 
number added to the identifier in the comment field of 
the data as illustrated in Fig. 19. At Step S2003 it 
is checked whether the identifier exists in the data 
10 file, and if exists the data management number is 
extracted . 

If the identifier does not exist, it is judged 
that the data control information does not exist, to 
follow Step S2006. If the data management number 

15 exists, then at Step S2004 the data management means 
104 supplies a data control information acquisition 
request and the data management number acquired at Step 
S2003 to the data control information management means 
103 so as to acquire the data control information from 

20 the data control information management means 103 . 

At Step S2005, in accordance with the image data 
control information acquired at Step S2004, the control 
means 105 acquires the editing function to be inhibited 
from the control data shown in Fig. 7 in order to 

25 suppress the editing function of the data processing 
means 106. For example, if the image data control 
information extracted at Step S2004 is the editing 
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inhibition first level which has no editing inhibition, 
there is no control data to be acquired, whereas if it 
is the second level, the control data at the second 
level is acquired, and if it is the third level, the 
5 control data at the second and third levels is 
acquired. 

Next, at Step S2005 the control means 105 notifies 
the data processing means 106 of the inhibition 
function acquired at Step S2004 to inhibit to use the 

10 function. At Step S2006 the control means 105 

instructs the display means 107 to display a notice of 
the inhibition function acquired at Step S2004 or 
instructs the display means 107 to display information 
on the data processing means 106 with the inhibition 

15 function acquired at Step S2005. If it is confirmed at 
Steps S2002 and S2003 that the data control information 
does not exist, then the inhibition process is not 
performed. 

When the process of the flow chart shown in Fig. 
20 20 is completed, the data processing means 106 is 
enabled to process the image data. 
( Eleventh Embodiment ) 

Next, an eleventh embodiment of the invention will 
be described. 

25 In this embodiment, creative or original data is 

prevented from being edited illegally by a data 
processing apparatus. The system configuration. 
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hardware, function realizing means and methods are the 
same as those of the above-described embodiment. In 
the following description, different points from the 
modifications of the first embodiment described with 
5 Figs. 19 and 20 will be described. 

Fig. 21 is a flow chart illustrating the process 
to be executed by the eleventh embodiment. In this 
process, if the data distributed from the data control 
information management means 103 is required to be 

10 restricted in accordance with the data control 

information, the data control information management 
means 103 corrects or modifies data control information 
in accordance with information on a data processing 
apparatus and a data supplying apparatus- The 

15 information on the data processing apparatus is 

inquired to the data control information management 
means 103 by using a network address and a data 
management number, the information including an 
application registration number and environments of the 

20 data processing apparatus. The information on the data 
supplying apparatus is also inquired to the data 
control information management means 103, the 
information including an access status of a user and 
the like. In accordance with the modified control 

25 information, the control means 105 controls the data 

processing means 106 and controls the display means 107 
to make it give a notice of the inhibition contents . 
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A series of processes "to be described with "this 
flow chart is assumed that the data processing means 
106 is already activated because the processes are 
performed as a preliminary process of the data 
5 processing means 106 when an operator instructs the 
data processing means 106 to start image data 
processing such as editing and printing. 

Referring to Fig. 21, at Step S2001 an operator 
instructs the data processing means 106 to edit the 

10 data. At Step S2002 the data management means 104 

confirms whether the data file instructed to be edited 
at Step S2001 contains the data control information. 
If the data management means 104 cannot confirm a 
presence of data control information, the flow advances 

15 to Step S2003, whereas if confirmed, the data is 
transferred to the control means 105 . 

In this embodiment, a presence of data control 
information can be confirmed from a presence of the 
data management number and network address added to the 

20 data, as described in the modification of the first 
embodiment shown in Fig. 20. At Step S2003 it is 
checked whether the data management number exists in 
the data file. If the data management number does not 
exist, the data control information does not exists so 

25 that the flow advances to Step S2006 . If the data 
management number exists, then at Step S2004 the 
information on the data processing apparatus is 
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inquired to the data control information management 
means 103 by using the data management number. The 
information on the data processing apparatus includes 
an application registration number, an operating 
5 system, connection state of peripheral apparatuses such 
as a printer, data processing user ID and the like. 

At Step S2005, in accordance with the supplied 
information on the data processing apparatus, 
information on the data supplying apparatus such as 

10 user access status is acquired. At Step S2006, in 

accordance with the information on the data processing 
apparatus inquired at Step S2004 and the information on 
the data supplying apparatus acquired at Step S2005, 
the data control information is modified and changed. 

15 At Step S2007, the data management means 104 acquires 
the modified and changed control information from the 
data control information management means 103. 

At Step S2007, in accordance with the data control 
information, the control means 105 acquires the editing 

20 function to be inhibited from the control data shown in 
Fig. 7 in order to suppress the editing function of the 
data processing means 106. For example, if the image 
data control information acquired at Step S2007 is the 
editing inhibition first level which has no editing 

25 inhibition, there is no control data to be acquired, 

whereas if it is the second level, the control data at 
the second level is acquired, and if it is the third 
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level, the control data at the second and third levels 
is acquired. 

Next, at Step S2008 the control means 105 notifies 
the data processing means 106 of the inhibition 
5 function acquired at Step S2007 to inhibit to use the 
function. At Step S2009 the control means 105 
instructs the display means 107 to display a notice of 
the inhibition function acquired at Step S2007 or 
instructs the display means 107 to display information 
10 on the data processing means 106 with the inhibition 

function acquired at Step S2008. If it is confirmed at 
Steps S2002 and S2003 that the data control information 
does not exist, then the inhibition process is not 
performed . 

15 Fig. 22 is a diagram showing an example of the 

contents of a data file representative of the 
information on the data processing apparatus inquired 
to the data information management means 103. 

In Fig. 22, reference numeral 1501 represents the 

20 contents of the data file storing information on the 

data processing apparatus. The information on the data 
processing apparatus is described divisionally for each 
type of information. Numerals such as "0001" and 
"0002" at the start of each row represent the type of 

25 information. In this example, "0001" represents a user 
registration number, and "0002" represents an 
application registration number. The following numbers 
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represent actual numbers of each type of information. 
In this example shown in Fig. 22 , the user registration 
number is "328519215". 

Instead of the numeral string, a bit string may be 
5 used. The next "#" is a comment identifier for 

indicating that the following information is a comment 
on the editing inhibition information. Although "#" is 
used as the comment identifier, a comment descriptor 
such as in a program descriptive language is generally 

10 used. The comment descriptor may be expressed by a bit 
train the data analysis means 104 can recognize. 

The character string, such as user ID following 
the comment descriptor is a comment on the editing 
inhibition information. The comment descriptor and 

15 comment may be omitted, which means that they are not 
essential for the data management means 104 to 
discriminate the image data control information. 

Fig. 23 is a flow chart illustrating a process to 
be executed by the data control information management 

20 means 103 to modify and change the data control 

information to be transferred, in accordance with the 
data control information supplied from the data 
management means 104. In this example of the process, 
the editing inhibition level is adjusted by referring 

25 to the user registration number, after the data control 
information is acquired from the data control 
information management means requested by the data 


- 83 - 


management; means 104. 

Referring to Fig. 23, at Step S2301 the data 
management means 104 supplies the network address and 
data management number added to the data to be edited 
5 as well as the user registration number used by the 
data processing apparatus to the data control 
information management means 103 in order to request a 
distribution of the data control information from the 
data control information management means 103. At Step 
10 S2302, the data control information management means 

103 acquires from the data supplying apparatus the user 
registration status corresponding to the user 
registration number supplied from the data management 
means 104. 

15 If it is judged at Step S2303 that the user 

registration number is correct, then the flow control 
prepares for distributing the data control information 
itself requested at Step S2301 to the requesting side. 
If it is judged that the user registration number is 

20 incorrect, the editing inhibition level of the data 

control information requested at Step S2301 is changed 
to the highest level, and the control flow prepares for 
distributing the changed data control information to 
the data management means 104. 

25 When the process of the flow chart shown in Fig. 

23 is completed and the data control information is 
modified and changed in accordance with the information 
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on the data processing apparatus and data supplying 
apparatus, the data control information is allowed to 
be distributed to the data management means 104. 

As described above, according to this embodiment, 
5 processing data is restricted at a plurality of 
inhibition levels. It is therefore possible to 
restrict an editing operation so as to match an 
intention of a creative data provider. 

Further, fine restriction can be realized without 

10 unnecessarily restricting a data user. It is therefore 
possible for a creative data user to process the data 
properly, and in addition, a restriction given to data 
can be explicitly notified. 

By supplying related information such as the 

15 information on a data processing apparatus to the data 
supplying apparatus, control information suitable for 
the data processing apparatus can be selectively used. 
Further, if the data supplying apparatus checks the 
registration information such as a registration number 

20 of a data processing apparatus, data can be prevented 
from illegally processed. 
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WHAT IS CLAIMED IS: 

1. A data processing apparatus comprising: 
data analysis means for extracting data control 

information from data provided with the data control 
5 information to be used for restricting various 

processes; 

data processing means for performing various 
processes for the data added with the data control 
information; 

10 display means for displaying a process function of 

each of the various processes to be executed by said 

data processing means; and 

control means for controlling said data processing 

means and said display means in accordance with the 
15 data control information extracted by said data 

analysis means, 

wherein said control means inhibits to execute an 

inhibited process in accordance with the data control 

information extracted from the data and controls said 
20 display means to change a display style of the process 

function of each of the various processes to an 

inhibition display style. 


2. A data processing apparatus according to claim 
25 1, wherein said control means controls said display 
means to display a notice that the data is provided 
with a process restriction. 
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3 . A data processing apparatus according to claim 
1, wherein said control means controls said display 
means to display a disabled execution when the 
inhibited process is selected. 

4. A data processing apparatus according to claim 
1, wherein said control means controls said display 
means to change a display color as the inhibition 
display style. 

5. A data processing apparatus according to claim 
1, wherein said control means controls said display 
means to blink a display as the inhibition display 
style. 

6. A data processing apparatus according to claim 
1, wherein the data control information includes 
copyright information or editing inhibition information 
based upon the copyright information. 

7. A data processing apparatus according to claim 
6, wherein the editing inhibition information includes 
at least one of color conversion, sharpness, 
transparency, boundary process, inversion, overlap, 
rotation, mask, insertion to photo frame, and mixture. 

8. A data processing apparatus according to claim 
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6, wherein the editing inhibition information is 
information for stepwise restricting process contents 
in accordance with an editing inhibition level of the 
information. 

5 

9. A data processing apparatus according to claim 
8, wherein said control means inhibits to execute an 
inhibited process in accordance with the editing 
inhibition level. 

10 

10. A data processing apparatus according to any 
one of claims 1 to 9 , wherein the data is image data. 

11. A data supplying apparatus comprising: 

15 storage means for storing and managing data and 

data control information; 

registration means for registering the data and 
the data control information in said storage means; and 
data control information providing means 
20 responsive to a data distribution request for 

extracting the data control information corresponding 
-to the data and adding the data control information to 
the data, 

wherein in response to the data distribution 
25 request, the data and the corresponding data control 
information are distributed. 
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12. A data supplying apparatus according to claim 
11, wherein the data control information includes 
copyright information and a process inhibition code 
based on the copyright information. 

13 . A data supplying apparatus according to claim 
11, wherein the data is image data. 


14. A data processing method comprising: 
10 an extracting step of extracting data control 

information from data provided with the data control 
information to be used for restricting various 
processes; and 

a display step of displaying a process function to 
15 be restricted in accordance with the data control 
information extracted by said extracting step. 


15. A data supplying method comprising: 
a registration step of registering data and 
20 corresponding data control information; 

a storage step of storing and managing the data 
registered at said registration step; and 

a provision step of extracting the data control 
information from the data and adding the data control 
25 information to the data, in response to a data 
distribution request. 
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16. A data processing system comprising: 
a data supplying apparatus for distributing data 
and corresponding data control information in response 
to a data distribution request; and 
5 a data processing apparatus for restricting to 

executed an inhibited process in accordance with the 
data control information extracted from the data and 
controlling display means to determine a display style 
of a process function of each of various processes, 
10 wherein: 

said data supplying apparatus comprises: storage 
means for storing and managing the data and data 
control information; registration means for registering 
the data and the data control information in said 
15 storage means; and data control information providing 
means responsive to the data distribution request for 
extracting the data control information corresponding 
to the data and adding the data control information to 
the data; and 

20 said data processing apparatus comprises: data 

analysis means for extracting the data control 
information from the data provided with the data 
control information to be used for restricting the 
various processes; data processing means for performing 

25 the various processes for the data added with the data 
control information; display means for displaying a 
process function of each of the various processes to be 


- 90 - 


executed by said data processing means; and control 
means for controlling said data processing means and 
said display means in accordance with the data control 
information extracted by said data analysis means, 

wherein said control means inhibit to execute an 
inhibited process in accordance with the data control 
information extracted from the data and controls said 
display means to change a display style of the process 
function of each of the various processes to an 
inhibition display style. 

17. A data processing system according to claim 
16, wherein said control means controls said display 
means to display a notice that the data is provided 
with a process restriction. 

18. A data processing system according to claim 
16, wherein said control means controls said display 
means to display a disabled execution when the 
inhibited process is selected. 

19. A data processing system according to claim 
16, wherein said control means controls said display 
means to change a display color as the inhibition 
display style. 

20. A data processing system according to claim 
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16, wherein said control means controls said display 
means to blink a display as the inhibition display 
style. 

5 21. A data processing system according to claim 

16, wherein the data control information includes 
copyright information or editing inhibition information 
based upon the copyright information. 

10 22. A data processing system according to claim 

16, wherein the data is image data. 

23. A data processing system according to claim 
16, wherein the data control information includes 

15 copyright information and a editing inhibition code 
based on the copyright information. 

24. A data processing system according to claim 
23, wherein the editing inhibition information includes 

20 at least one of color conversion, sharpness, 

transparency, boundary process, inversion, overlap, 
rotation, mask, insertion to photo frame, and mixture. 

25 25. A data processing system according to claim 

23, wherein the editing inhibition information is 
information for stepwise restricting process contents 


in accordance with an editing inhibition level of the 
information. 

26. A data processing system according to claim 
25, wherein said control means inhibits to execute an 
inhibited process in accordance with the editing 
inhibition level. 

27. A computer readable storage medium storing a 
program for executing: 

an extracting step of extracting data control 
information from data provided with the data control 
information to be used for restricting various 
processes; and 

a display step of displaying a process function to 
be restricted in accordance with the data control 
information extracted by said extracting step. 

28. A computer readable storage medium storing a 
program for executing: 

a registration step of registering data and 
corresponding data control information; 

a storage step of storing and managing the data 
registered at said registration step; and 

a provision step of extracting the data control 
information from the data and adding the data control 
information to the data, in response to a data 
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distribution request. 

29 . A computer readable storage medium according 
to claim 27 or 28, wherein the data is image data. 

5 

30. A data supplying apparatus comprising: 
distributing means responsive to a data 

distribution request for distributing data and control 
information for restricting various processes to be 
10 performed for the data at a plurality of levels, to a 
distribution requesting side. 

31. A data supplying apparatus according to claim 

30, further comprising storage means for storing the 
15 data and control information, wherein in response to 

the data distribution request, said distributing means 
acquires the data from said storage means, checks a 
presence/absence of the control information 
corresponding to the acquired data, distributes the 
20 acquired data provided with presence/absence 

information to the distribution requesting side, and in 
response to a control information request after the 
distribution, distributes the control information to 
the requesting side. 

25 

32. A data supplying apparatus according to claim 

31, further comprising registration means for 
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registering the data and the control information in 
said storage means in one-to-one correspondence. 

33 . A data supplying apparatus according to claim 
5 30, further comprising comparing means for comparing 

registration information supplied from the requesting 
side with registration information previously stored. 

34. A data supplying apparatus according to claim 
10 31, wherein the presence /absence information is a data 

management number. 

35. A data supplying apparatus according to claim 
31, wherein the presence/absence information is a 

15 network address. 

36. A data supplying apparatus according to claim 
30, wherein the control information to be distributed 
is determined in accordance with additional information 

20 supplied together with the distribution request from 
the requesting side. 

37. A data supplying apparatus according to claim 
30, wherein the data is image data. 

25 

38. A data processing apparatus comprising: 
data processing means for processing data: and 
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control means for regulating a process to be 
executed for the data by said data processing means in 
accordance with control information which restricts to 
execute the process at a plurality of levels. 

5 

39. A data processing apparatus according to 
claim 38, further comprising: 

data requesting means for issuing a request for a 
distribution of the data to a data supplying apparatus 

10 extracting means for extracting presence 

information indicating a presence/absence of the 
control information added to the data distributed in 
response to the request; and 

control information requesting means for 

15 requesting for the control information to the data 

supplying apparatus in accordance with the extracted 
presence information. 

40. A data processing apparatus according to 
20 claim 39, further comprising display means for 

displaying the distributed data, presence information 
and control information. 

41 . A data processing apparatus according to 

25 claim 39, wherein said control information requesting 
means issuing the request as well as additional 
information on the data processing apparatus. 
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42. A data processing apparatus according to 
claim 38, further comprising transferring means for 
transferring registration information on the data 
processing apparatus to the data supplying apparatus. 

5 

43 . A data processing apparatus according to 
claim 39, wherein the presence information is a data 
management number. 

10 44. A data processing apparatus according to 

claim 39, wherein the presence information is a network 
address . 

45. A data processing apparatus according to 
15 claim 38, wherein the data is image data. 

46. A data processing system comprising: 

a data supplying apparatus comprising distributing 
means responsive to a data distribution request for 

20 distributing data and control information for 

restricting various processes to be performed for the 
data at a plurality of levels, to a distribution 
requesting side; and 

a data processing apparatus comprising: data 

25 requesting means for issuing a request for a 

distribution of the data to the data supplying 
apparatus; data processing means for processing the 
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data; and control means for regulating the data 
processing to a level represented by the distributed 
control information. 

5 47 . A computer readable storage medium storing a 

program executing: 

a distributing step of distributing, in response 
to a data distribution request, data and control 
information for restricting various processes to be 
10 performed for the data at a plurality of levels, to a 
distribution requesting side. 

48 . A computer readable storage medium according 
to claim 47, wherein said distributing step includes a 

15 step of acquiring the data from storage means for 
storing the data and the control information, in 
response to the data distribution request, a step of 
checking a presence/absence of the control information 
corresponding to the acquired data, a step of 

20 distributing the acquired data provided with 

presence/absence information to the distribution 
requesting side, and a step of, in response to a 
control information request after the distribution, 
distributing the control information to the requesting 

25 side. 


49 . A computer readable storage medium according 
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to claim 48, said program further executes a step of 
registering the data and the control information in 
said storage means in one-to-one correspondence. 

5 50. A computer readable storage medium storing a 

program executing: 

a step of processing data: and 

a step of regulating a process to be executed for 
the data by said data processing step in accordance 
10 with control information which restricts to execute the 
process at a plurality of levels. 

51. A computer readable storage medium according 
to claim 50, wherein the program further comprises: 
15 a step of issuing a request for a distribution of 

the data to a data supplying apparatus; 

a step of extracting presence information 
indicating a presence/absence of the control 
information added to the data distributed in response 
20 to the request; and 

a step of requesting for the control information 
to the data supplying apparatus in accordance with the 
extracted presence information. 

25 52. A computer readable storage medium according 

to claim 51, wherein the program further comprises a 
step of displaying the distributed data, presence 
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information and control information. 

53. A computer readable storage medium according 
to claim 48 or 51, wherein the presence information is 
a data management number. 

54. A computer readable storage medium according 
to claim 48 or 51, wherein the presence information is 
a network address. 

55. A computer readable storage medium storing a 
program executing : 

a step, to be executed at a data supplying 
apparatus, of distributing, in response to a data 
distribution request, data and control information for 
restricting various processes to be performed for the 
data at a plurality of levels, to a distribution 
requesting side; and 

steps, to be executed at a data processing 
apparatus, of issuing a request for a distribution of 
the data to the data supplying apparatus, of processing 
the data, and of regulating the data processing to a 
level represented by the distributed control 
information . 

56. A computer readable storage medium according 
to any one of claims 47, 50 and 55, wherein the data is 
image data . 
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ABSTRACT OF THE DISCLOSURE 

A da-ta processing apparatus having a data analysis 
circuit for extracting data control information from 
data provided with the data control information to be 
5 used for restricting various processes, a data 

processing circuit for performing various processes for 
the data added with the data control information, a 
display unit for displaying a process function of each 
of the various processes to be executed by the data 

10 processing circuit, and a control circuit for 

controlling the data processing circuit and the display 
unit in accordance with the data control information 
extracted by the data analysis circuit, wherein the 
control circuit inhibits to execute an inhibited 

15 process in accordance with the data control information 
extracted from the data and controls the display unit 
to change a display style of the process function of 
each of the various processes to an inhibition display 
style. 
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